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Industrial

KoMnnekcHasa cucteMa ona kmbepsawmtsel ACY Tl noboro Maciuta
BUOMMOCTbIO aTak, yrpo3 1 BbIMO/IHEHMEM TPeboBaHU 3aKOHOAATENBCTB

OTCyTCTBUE HErAaTUBHOIO
BNUAHUA Ha ACY TT1
1 TEXHONOrN4YeCcKmne NpoLecchl

CeptnopumumpoBaH OCTIK

Poccuu no 4 ypoBHIo oBepus
(ceptudpukat N2 4719) no npodunio
3aLuThl CUCTEM OBHapYXeHUs
BTOPXXEHUMN

N2239 n N2 31

CoueTaeT pyHKLMN

HeCKOJIbKMX KnaccoB peLueHn b
OJ19 MaKCUMarbHOIro NoKpbITUS
Mep npukaszos OCTIK Poccuun

MopynbHas apxuTeKTypa
No3BOJIAET COKPaTUTb PacXofbl

ApanTMBHOCTb
nog uHaMBMAyasbHblEe
noTpebHOCTU Nofb3oBaTeNnen

CoBMeCTUMOCTb

€ KoMrnoHeHTamn ACY TT1
POCCUMCKNX N 3apyBEXHbIX
npovnssoguTenemn

Bbl3oBbl KnbepbesonacHOCTU NPOMbILLIIEHHOCTU

C3WU He nomKHbl BMUATb
Ha TEXHOJOrMYeCcKuin npoLecc

01

KunbepyctonunBoctb 6€3 OCTaHOBKM
NPON3BOACTBEHHOIO NpoLiecca

Cnenble 30Hbl B UHPPACTPYKTYpe

03

« OTCYTCTBWE TOYHOW KapTbl CETU/ UHBEHTapU3aLmm
13-3a [ONIOro XXM3HEHHOrO LiMKI1a 060pyAoBaHUs

« Obunune TEHEBbIX aKTUBOB B TEXHONIOMMYECKOM
cerMeHTe

02

04

O6unue legacy-cuctemM
1 YSI3BMMbIX NPOTOKOJIOB

- He mopoep>xvBaloT yCTaHOBKY areHToB
n/vnn obHoBNEHUS

« OTcyTCcTBME WdpoBaHUA 1 cnabag
ayTeHTUdUKaLMS NPOMbILLUIEHHbIX NPOTOKOOB

TpeboBaHWA perynaTtopos

Heobxogumo obecrneymBaTb COOTBETCTBUE
TpeboBaHUAM pPerynaTtopos, UCMNOJIb30OBaTb
OoBepeHHble cpeacTBa 3allUTbl N NOATBEPXXOATb
KOHTPOMPYEMOCTb TEXHO/IOr'MYEeCKOro cerMeHTa
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Kakune 3agaym pewlaeTt?
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03
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AHanns NPoMbILLIEHHOIO
ceTeBoro Tpaduka

Ha ocHoBe aHanun3a Konuun ceTeBoro Tpadpuka
O6Hapy)KVIBaeT KnbepaTtaku, HeCaHKLUMOHUPOBaHHbIE
NoaKNo4YeHNa U CKPbITble Yrpo3bl, BKIIOYasA CloXXHble
aTaku, BbIiBNISEMbIE C MOMOLLbIO anroputMos ML

YnpasneHue ysa3BUMOCTAMUA

[MpoBoauT ayauT 3alnLeHHocTn ACY TI1,

He BMeLLMBasAChb B TEXHOIOrMYECKNA NpoLiecc,
BbISIBNAET U MO3BONAET YCTPAHUTb YrPo3bl,
nposepseT cooTBeTCTBME TpebosaHnaM B

YnpasneHue sepcusaiMm npoekTos MK

Ob6ecneymBaEeT LeHTPanM3oBaHHOE XpaHeHne
npoekToB MJ1K, oTcnexnBaHne N3MeHeHNn

B Kofe/KoHdUrypaumsax, pesepBHoe KonmpoBaHue
1 BOCCTaHOBJIEHME BEPCUN

ApxXuUTeKTypa peLieHuns

o4

Sensor

« [lonyyaeT 1 XpaHUT KOMNWio CETEBOIro Tpadurka

02
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« [Monyyaet c ACY TI1 gaHHble 0 KOHOUrypauusax, ycTaHoBIeHHOM [10,

€ero Bepcuax, NpuHMMaeT BHeELLHNe cobbiTusa UMb ot CTOPOHHUX NCTOYHNKOB

- [NepepaeT NpenobpaboTaHHbIe AaHHble Ha Management

Management

« KoHpurypauma n agMMHUCTpUpOBaHUeE CBA3KM Management + Sensor

« XpaHeHue 06paboTaHHbIX AaHHbIX U UX Nepedada Ha Supervision

« Ba3soBble NnaHenu MOHUTOPUHra

Supervision

udv.group

YnpaBneHne KoHoUrypaumsamm

KoHTponupyeT cooTBETCTBME KOHPUIYypaLWMii No6bIX
UT n ACY TN ycTponcTB HEO6XOANMbBIM 3HAUYEHUSAM

YnpasneHne BHELUHUMW COObITUAMUN

CobupaeT 1 obpabaTbiBaeT cobbiTna Ub

13 PasNNYHbIX BHELHMX UCTOYHWKOB, BU3yanuaupyet
[aHHble, MO3BONAET OTNPABNATb HOPMaIM30BaHHbIE
cobbiTua B SIEM, IRP/SOAR, Ha OPC UA cepBepbl

O6Hapy>xeHne aHoManuin B pabote MJ1K

OnepaTuBHO BbISIBNSET aHOManuu B nosegeHun MJK
NOCPeLCcTBOM 6e3areHTHOro aHannaa, Ncnosb3ys
MeToAbl MaWMHHOIO 06yYeHns

IlnueHsunpoBaHue

UDV DATAPK Industrial Kit
NULEH3NPYETCH MO KONNYeCcTBY
KOMMOHEHTOB Pa3fnyHbIX
ypoBHe# (Sensor, Management,
Supervision) n Mmogynam

B COCTaBe KaXaoro

13 KOMMOHEHTOB, YTO MO3BONAET
3KOHOMUTbL BI0XKET, BKIIIO4as

B MOCTaBKY TOIbKO HEOBXOAMMYIO
YHKUMOHANbHOCTb

« LleHTpanu3oBaHHasa aHanuTuyeckasa nHpopMauusa 06 0o6LLEM COCTOAHUM

3awmieHHocTn ACY TI

« YnpasneHue y4yeTHbIMU 3anncamMu nosb3oBaTenen CUCTEMbI
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