3awuTa KoprnopaTUBHbIX ceTen

@ UDV NTA

KnioyeBon aneMeHT ceTeBon BUANMOCTU N paHHero obHapyXXeHnsa kmbepartak

OcHoBbIBasiCb Ha aHann3e ceTeBoro Tpagduka B peanbHOM BpeMeHu, UDV NTA no3sondeT BbIIBNATb
NOAO3PUTENBHYI0 aKTUBHOCTb M NpefoTBpalaTh aTaku, MUHUMU3NPYSA MU NOSTHOCTLIO YCTPaHASA peanbHbIn
HaHeceHHbIN yuwep6. UDV NTA no3BondeT NPOBOANTbL KOMMIEKCHbIA aHanmM3 faHHbIX U3 pasfnyHbIX
WCTOYHMKOB, YTO NMOMOTaET BbIABNATL C/IOXHbIE U LieNeHarnpaB/ieHHble aTakn, KOTopble MOornn 6bl ocTaTbCA
He3aMe4yeHHbIMW OPpYyrMMu cpeacTeaMu 3aLnThI.

BO3MOXXHOCTHU
Pervcrpauus ceTeBon akTUBHOCTH [eTanunsauunsa ceTeBbiXx cObbITUM MB 3a cyeT cBA3n
npu o6xofae NeprMMeETPOBbLIX CPEACTB 3aLUMTbI 01 04 ¢ rny6oK1UM pasBopoM NPOTOKONIOB MPUSTOXEHUI
3anuvcb fokasaTenbCcTB As paccnefoBaHms
BbiABNIGHNE HEaBTOPN30BAHHbIX 02 }@ 05 MHUMOEHTOB Kak B BUME KOMUN CETEBOrO
YCTPOMCTE B CETU TpaduKa, TaK 1 nepefaBaeMbix
no cetu dannos
O6Hapy>XeH1e CKPbITbIX YIPO3 C MPUMEHEHNEM 03 06 MMpOoaKTUBHBI MOUCK yrpo3 3a cyeT
MEeTOA0B MalUMHHOro 06yyeHus MHOEKCUPOBaHUA 1 GUNbTpauum MeTagaHHbIX
no cneundUYHbIM AN NPUKIagHbIX
NPOTOKOMOB NONAM
APXUTEKTYPA
MANAGEMENT SENSOR
° HopManusauus n koppensaums codbITun ® AHanus ceTeBoro Tpapuka
L (DOpMVIpOBaHI/Ie MHUWOEHTOB U 0To6pa>+<eHV|e 4 Pa36op MPOTOKOJIOB Nnepenayvyn gaHHbIX
NaHenev MoHUTopunHra * 3anucb 1 xpaHeHWe KoMumn ceTeBoro Tpaduka
® XpaHeHue MeTafaHHbIX ceTeBoro Tpaduka * XpaHeHMe NoNy4YEeHHbIX N3 CeTH Gaitnos

® LleHTpanuaoBaHHOE yrpaBfeHue CeTbio CEHCOPOB

MpweMm cobbiTnin B oT y3nos cetn

MANAGEMENT

SENSOR
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BHellHne cepBuUChI BHYTpPEHHUIN cerMeHT KnioyeBble CUCTEMBI



PELLWAEMbIE 3A0AYN

OnpepeneHne NOBEPXHOCTU
rnoTeHumManbLHOM aTaku

® CHWXXAeTCs PUCK MOSABEHUS «CNEMbIX 30H»
B UHdpPaCTPYKType

* CHWXaeTcs pUCK peanusaumm aTaku
3a CYET NOJHOM CeTeBOM MPO3PayYHOCTH

PaHHee o6Hapy>xeHune 1 nokanusauua yrpos Ub
B peasibHOM BpeMeHU

® CHwxaeTcqa cpefHee BpeMs peakumnm
Ha ataky (MTTR)

* [NoMoraeT NpeaoTBpPaTUTb BOZMOXHOCTb
NOBTOPHOMO NPOHNUKHOBEHMS

BbisiB/IeHME CKPbITbIX YrPO3

° BbiiBNS€TCA TYHHENMPOBaHNE NPOTOKOJIOB

® BbIIBNFIOTCA YCTPONCTBA, UCMONb3yolwme
nporpaMMHoe obecrneyeHune s NogKIo4YeHns
K creHepunpoBaHHbIM foMeHaM (DGA)

lNMpoBepka BEKTOPOB aTaku

® CHWXaeTcs KONMYeCTBO UK MOSTHOCTLIO
MCKIo4aloTCAa ya3BMMble MeCTa, KOTOpble MOTyT
npmnBecCTn aTakKyouwero K Krno4vyesbliM CMCTeMaM

CHumxeHune puckos Ub npu paboTte
C NocTaBLMKaMK ycnyr

° Yny4ywaeTcs BUAUMMOCTb paboT
B LLleNOYKe NOCTaBOK

CooTBeTCcTBME 3aKOHOAATE bHbIM TPE6OBAHMNAM
W perynsaTMBHbLIM HOpMaMm

°* 152 ®3
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NMPEUMMYLLECTBA

@ OnTUManbHbI 6anaHc
PECYPCOB 1 CTOMMOCTY

UDV NTA adpdpeKkTMBHO nUcnonb3yeT
BblUUCNIUTESNbHbIE pEeCcypChl N TpebyeT
Ha ~50% MeHblle N0 CpaBHEHMUIO

C aHanornyHbIMu peLeHnaMm

° MakcuMarnbHbI KOHTEKCT

Mo3BonsaeT B Napy K/JMKOB NepenTu
K AeTansaM CeTeBoro cobbiTuA 1 UCCnenoBaTh

cneumdunyHbIe Noas NPOTOKONOB NPUMTOXEHNN

04 NPoaKTUBHOINO NOUCKa yrpos

6 O6beanHeHne aaHHbIX
OJ11 TOYHOro O6Hapy>XeHUs yrpo3

MakcuManbHoe NMoKpbITME 3a cHeT 06paboTKu

M KOppensaunm ¢ CETEBON aKTUBHOCTbIO COObITUN

NB oT ycTpomncTe B ceTu

o O6beKTHbIM Noaxon K aHannsy ceTtu

ABTOMaTMYeCKM onpenenseT ycTponcTea
1 CBA3bIBAET UX C CETEBbIMM AENCTBUAMU

3anuwunTech Ha TECT-APAMB, IAE Bbl CMOXXETE CaMOCTOATENbHO NOpPaboTaTh C MPOAYKTOM
Ha OHMaMH-CTEHAE, OLLEHUTb YOOOCTBO MHTEPdENCaA N MPONTU CLLEHAPUI aTaKu U 3aLUUTbI CETU:

™M commercial@udv.group




