3awmra KOprnopaTuBHOIro cerMeHTa

i UDV MultiProtect

KomMmnnekcHoe pelweHve ong obecneyeHuns KVI6ep6e3OI'IaCHOCTVI cpenHero 6usHeca

UDV MultiProtect 6bIiCcTpO 1 3pPEKTUBHO NOBbLIWAET

ypOBeHb3aHUHueHHOCTMSaCHeTKOM6MHauMM
HKLUMOHaIbHOCTU HECKOJIbKNX K/1aCCOB NPOAYKTOB
dyHKU pony N | BHeluHue cucTeMms
B OOHOM pelweHNUn N OOCTYMHbIX «N3 K0p06K|/|>> \ ‘ ucetn
CLleHapueB BbigBIEHNA N pearnpoBaHnd < <
) s
050 OpkecTpaTtop

Ha nHumpeHTsl Ub oT koMMepyeckoro SOC.

CepBepHoe
ob6opynoBaHue

CeteBoe
o6opynoBaHue

PELLUAEMbIE 3A0A4YN
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Q BbisiBNneHne KOMMbIOTEPHbIX aTak (D MpepoTBpalweHue nHumpeHtTos Ub

CkaHupoBaHWe ceTeBoOro Tpaduka, Mowuck yassmumocTen B N0 n aygut

aHanus cobbiTun B, BbiIsBNeHMe aHoOManumn M3MEHEHUIM B 3TaNOHHbIX HACTPOMKax

M OENCTBUI 3/10YMbILUNIEHHUKOB. 060opyaoBaHUS, KOTOPbIE MOTYT CTaTb
TOUYKOM BXOAa 3/1I0YMbILWEHHWKA B CETb.
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MultiProtect \

CokpauieHue yuepba E? MHBeHTapusauus UT-nHppacTpyKTypbl
OT HuunpgeHTtos b N_
Moppep>xaHne nHpopmMaumm

O KOPMNopaTMBHOM CETU B aKTyallbHOM
COCTOSIHMW 38 CYET aBTOMaTUYECKOMN
WHBEHTapU3aLMn akTUBOB (TEXHUYECKUX
cpencTs 1 M0). BoiaBneHne ManHepos

N TEHEBbIX BbIYNCINTENBbHbIX CPEACTB.

CokpallyeHmne BpeMeHn NpocTos

CEepBMCOB / HEQOCTYMHOCTU CanTa,
penyTaunoHHOro Bpeaa, PUHaHCOBbIX
NnoTepb NU3-3a BbINJaT XakepaMm U T. A.

3a CYeT 3KCMNEPTHbIX CLLEHApPMEB BbIABEHMS
WHUMOEHTOB U pearnpoBaHus.
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SIEM
YnpaBneHue cobbITUsMn

Configuration management

KoHTponb KoHdUrypaunmn 02

IDS

. 403
OGHapy>XeHune BTOpPXXeHUMn

OYHKUMOHAJIbHbIE BO3MOXXHOCTHU
YnpaBneHue akTuBamm

® NHBeHTapu3auna ceTu (TEXHNYECKUX CPEACTB
1 nporpaMMHoro obecneyeHus)

° Knaccudukaumsa akTUBOB MO TUMY,
MHHOPMaLMOHHOM cucTEME U obbIM ApYyruM
MeTKaM

PearprBane Ha MHUNOEHTbI

® [OTOBbIN NOLUAroBbIN anropmuT™M 06paboTkun
1 paccnenoBaHUs MHUMOEHTOB

* ABTOMaTM3uMpoBaHHOE oboraleHre nHhopMaLmm
No UHUMOEHTaM U pearnpoBaHue

° OnpepeneHne TEXHNK peannsaunn MHLUNOEHTOB
Nno W3BECTHbIM METOA0/I0MMAM
(TTY OCT3K 1 MITRE ATT&CK)

® OnoBeLleHNA Ha 3NEKTPOHHYIO MOYTYy
O perncTpunpyembix MHUNOEHTax

YnpaBneHne BHELWHUMU COObITUSIMU

¢ TMony4deHune cobbiTun b ¢ pasnnyHbIX ICTOYHUKOB

° Koppensuus cobbitnin b, BbiSBNeHme
MHUMOEHTOB

IRP
PearvipoBaHune Ha MHLMAEHTbI

Asset management
VHpaBneHme aKTnBamMu

VM

06 .
AHanus yassnuMocTen

YnpasneHune KoHGUrypaumamm

* KoHTposib 6€30MacHOCTM HaCTPoeK
N X HEU3SMeHHOCTU, ayauT N3MEHEHUN

CkaHupoBaHue ceTeBoro Tpaduka n o6HapyxeHune
BTOPXXEHUM

® O6Hapy)XeHne HeCaHKLMOHUPOBAaHHbIX CETEBbIX
NOTOKOB U COEAUHEHUN

* BbIfIBNEHWNE CETEBbIX aTaK, «MaiHepoB»,
yoanéHHoro aaMMHUCTPUPOBaHNS

* Bu3syanusaums KapTbl yCTPONCTB
B CETU M CETEBbLIX COEANUHEHUI

YnpasrneHune ysa3BMMOCTAMU

* TowucK ya3BUMoOCTEN

® [lpoBepka COOTBETCTBUS TPEOOBAHUAM
(Compliance)

/

a KoMnnekcHas 3awmra

1 NnpopyKT - 6 HEO6XOAMMbIX Mep 3aLLUThI
B eOUHOM UHTepdelice

‘ 3kcnepTusa

MexaHn3Mbl BbIABNEHUSA MHLUMOEHTOB
OT KOMMepyeckoro LleHTpa MoHuTOpuHra UB,
TexHU4Yeckas nogaep>xka, KOHcynbTaumnm

o

NMPEMMYLLECTBA

e OKOHOMUS pecypcoB

° Mopteep)xaeHHasa apPeKTUBHOCTb

CTOMMOCTb HMXE, YEM Yy ceTa MOHO-MPOLOYKTOB,
aBTOMaTM3auuMa npoueccoB

Mcnonb3oBaHMe TEXHONOM MM, MPUMEHSAEMbIX

019 3aWMThl NPOMBILWNEHHbIX 06bekToB KUU,
npoBepeHHbIX Ha 150+ npoekTax B cerMeHTe

Kopropauunm
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